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��	�
,	)�	�
��	'�	

a�d	iYefhV_̂Z	e[_	kV	iY�_\Y[iVi	cXYh	YfX	�VkZ]̂V	����]ZXY�jỲ�]_	
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1. Introduction 
 

U.R. Rao Satellite Centre (URSC) under Indian Space Research Organization (ISRO) is 

currently developing an Embedded Data Processing Module (EDPM) towards which the 

realization of associated space qualified electronics and mechanical design elements for on-

board and equivalent high reliability electronics and mechanical design elements for ground 

station deployment is envisaged. 

 

The development shall be carried out in two parts i.e., PART-A for ground station deployable 

hardware and PART-B for space flight qualified hardware. URSC is interested to engage an 

industry partner, with strong engineering and design background to be part of this 

development.  

 

For both the development parts the selected vendor shall be responsible for design, 

development, realization, testing and delivery of two Engineering models (EM) and one 

Qualification Model (QM) of envisaged hardware. The vendor shall also be responsible to 

develop a common test-jig to test the hardware designed in both the parts and deliver two 

such test-jigs to URSC for validating the models. 

 

The scope of this document is to provide the basic information related to EDPM and EOI 

process. It further specifies the detailed list of activities to be carried out along with terms & 

conditions for vendor selection.  

 

1.1 Brief description of EDPM  

The EDPM is a dedicated hardware platform realized to implement data processing 

algorithms used over satellite TM, TC and Payload data. The EDPM functionally can be sub-

categorized to data processing and electronics power conditioning modules, the detailed 

specifications & requirements of which are mentioned in sections 3.2 & 3.3 for PART-A and 

4.2 & 4.3 for PART-B 

 

The EM shall be representative in form, fit and function to the final deployable design but 

realized using COTS equivalent parts. The EMs will be beneficial for carrying out functional 
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design validation, static & dynamic timing analysis, signal & power integrity analysis and 

EMI/EMC analysis which would act as feedback for validating and improving the final 

design. 

 

The QM shall be equivalent to the final deployable design and is developed for final 

functional validation and full-level environmental tests. The QM shall have design updates 

post validation of EMs and specifically for PART-B it shall be subjected to flight package 

qualification campaign at vendor (or vendor leased) premises wherein it shall work reliably 

under launch vehicle vibration load test (tests include: random shock, low level sinusoidal 

and high level sinusoidal), EMI / EMC tests and thermal-vacuum variation test (tests include 

thermal cycling between -10oC to +65oC, hot soak at +65oC & cold soak at -10oC in 10-5 bar 

of pressure). The exact details of the tests included in the qualification campaign will be 

shared in the RFQ.  

 

URSC invites your organization to submit a detailed proposal and proof of vendor expertise, 

as part of response for the EOI to develop engineering and qualification models of hardware 

unit and further mass manufacturing of prototype. Development activities for both parts 

involve hardware schematic design, layout design of PCBs, mechanical package design, PCB 

fabrication, component procurement, wiring, software required for board verification, 

development of test equipment, package assembly, testing, and realization of EMs and QM. 

Subsequent to the completion of the development URSC shall hold complete rights to 

the product developed. 
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2. EOI process and statement of work 

2.1 EOI process 

Expression of Interest (EOI) aims to identify a suitable vendor(s) for joint development of 

Embedded Data Processing Module (EDPM) and it will be a single stage process. A pre-bid 

meeting will be held to brief all the interested vendors regarding the process and complete 

plan. A detailed vendor selection criterion is provided in Section 5, for which prospective 

vendors are required to provide all the documentary proofs as per the list. All responses 

will be evaluated by a competent committee in URSC and a list of probable vendors capable 

of completing both the parts of the development will be selected. 

 

The functional and technical specifications required to develop a proposal is provided in this 

EOI. Based on the data, vendor is expected to give an engineering proposal with all technical 

details adhering to standards mentioned in section 2.2.3.89 and 2.3.3.77 along with project 

execution plan. A presentation from vendor shall be sought to understand the proposal. 

 

All received proposals will be evaluated based on the pre-defined criterion and list of selected 

vendors will be generated. An indenting process will be initiated in a Limited tender mode 

only on those vendors whose EOI is selected. A flow chart of the process is as shown in 

Figure 1 .The final purchase order will be awarded to single or multiple parties 

(maximum two) to individually execute the order. 

Figure 1. Flowchart of the EoI process 
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2.2 Statement of work for Part-A 

This section provides a brief idea of the total work to be carried out by the vendor after 

receipt of order. The development cycle is divided into 3 phases 

2.2.1 INITIAL PHASE 

2.2.1.1. Initial phase starts after the PO is placed and Non-Disclosure Agreement (NDA) is 

signed between vendor and URSC. 

2.2.1.2. Functional and technical specifications of the module in addition to that mentioned 

in EoI will be provided by URSC. Any suggestions or improvements can be 

proposed by vendor. Final decision to accept the proposal in part, total or to reject 

it is at URSC discretion. 

2.2.1.3. Vendor needs to carry out  

2.2.1.3.1. Schematic design 

2.2.1.3.2. PCB design (electronics and mechanical) assessment 

2.2.1.3.3. Assessment of expected PCB dimensions, choice of material for PCB, 

choice of material for mechanical housing 

2.2.1.3.4. Mechanical design (both PCB level & package level) 

2.2.1.3.5. Assessment and implementation of power and thermal management 

scheme  

2.2.1.4. After design finalization by the vendor, a joint Preliminary Design Review (PDR) 

will be held by vendor to obtain clearance from URSC for continuing to next 

phases. 

2.2.1.5. Following aspects shall be discussed at the PDR: 

2.2.1.5.1. Schematic design review for hardware (reason and rationale) 

2.2.1.5.2. Proposed BoM for both EM & QM 

2.2.1.5.3. Rationale for arriving at a particular design mechanism / plan 

2.2.1.5.4. Compliance to requirements specified in sections 3.3 & 4.3 

2.2.1.5.5. Mechanical packaging and thermal management plan 

2.2.1.5.6. EMI-EMC plan 

2.2.1.5.7. Automated Test Equipment realisation plan 

2.2.1.5.8. Test philosophy including qualification plan 

2.2.1.5.9. Project execution plan and schedule 

2.2.1.5.10. Process Identification Document (PID) 
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2.2.1.6. Depending on the lead-time criticality, vendor shall initiate the procurement of 

such components and material required adhering to quality standards mentioned in 

section 2.2.3.89 and 2.3.3.77 for the realization of EMs & QM.  

2.2.1.7. They shall also initiate test jig / equipment fabrication which will be used for initial 

validation of EM & QM. 

2.2.2 DESIGN PHASE 

2.2.2.1. After initial phase clearance from URSC, the vendor shall initiate PCB layout with 

strict adherence to ISRO-PAX-301 later on followed by below mentioned analysis 

for electronics design. 

2.2.2.1.1. Signal integrity analysis 

2.2.2.1.2. Power integrity analysis 

2.2.2.1.3. PCB and module thermal analysis 

2.2.2.1.4. PCB and module structural analysis 

2.2.2.2. Vendor shall initiate mechanical design and carry out package level structural & 

thermal analysis ensuring that they meet the required specifications. 

2.2.2.3. After all the design objectives are met, vendor shall hold a joint Detailed Design 

Review (DDR) with URSC to obtain the clearance to proceed further. 

2.2.2.4. DDR shall include review of the following activities 

2.2.2.4.1. PCB design review 

2.2.2.4.2. Final BoM 

2.2.2.4.3. SI analysis report 

2.2.2.4.4. PI analysis report 

2.2.2.4.5. Thermal analysis report 

2.2.2.4.6. Software requirements 

2.2.2.4.7. Component procurement process 

2.2.2.4.8. Fabrication process 

2.2.2.4.9. Project plan and schedule 

2.2.2.4.10. Test system adequacy 

2.2.2.4.11. Test case coverage 

2.2.2.4.12. PID 

2.2.2.5. Subject to the functional clearance of first EM by URSC, “INITIAL PHASE” for 

PART-B shall be commenced by vendor. 
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2.2.2.6. DDR clearance from URSC is a mandatory requirement to continue further 

phases.  

2.2.3 EM REALIZATION PHASE 

2.2.3.1. Vendor shall carry out component procurement, PCB fabrication, mechanical 

housing fabrication, wiring of the cards, card level and package level testing at 

vendor’s premises for initial clearance using vendor’s testing equipment.  

2.2.3.2. Vendor shall hold a joint EM test results review with URSC and obtain the 

clearance to proceed further. 

2.2.3.3. Post adequate test clearance at vendor facility, the first realised EM along with test-

jig shall be delivered to URSC for functional validation and additional testing.  

2.2.3.4. URSC will ensure all the design specifications are met and shall bring out any 

design flaws, issues or improvements (if any) to be done for the subsequent EM. 

2.2.3.5. Any issues observed during the first EM testing need to be reviewed, addressed 

and resolved before proceeding to fabrication of second EM and QM. 

2.2.3.6. Delivery of second EM and QM with necessary corrective implementation as 

observed during first EM. 

2.2.3.7. Failure of components during any phase of testing shall be reported to URSC for 

analysis.  

2.2.3.8. Test results review shall include a review of the following activities 

2.2.3.8.1. Fabrication reports review 

2.2.3.8.2. Process review 

2.2.3.8.3. Vendor side test results review 

2.2.3.8.4. PID 

2.2.3.9. The component selection criteria shall be as follows 

2.2.3.9.1. For EM: COTS or industrial parts which are functional equivalent and 

with same PCB footprint to the parts proposed for QM 

2.2.3.9.2. For QM: Components shall be rated for Industrial or Automotive or 

Mil-grade wherein the final design (hardware & software) must adhere 

to ISO61508 SIL 3 safety level and MIL-STD-461G for EMI / EMC 

conformance. 
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2.3 Statement of work for Part-B 

The development cycle is divided into 3 phases same as with Part-A 

2.3.1 INITIAL PHASE 

2.3.1.1. Initial phase starts after the functional test clearance of first EM realised for PART-

A. 

2.3.1.2. Suggested BoM of major components, functional and technical specifications of 

the module in addition to that mentioned in EoI will be provided by URSC. Any 

suggestions or improvements can be proposed by vendor. Final decision to accept 

the proposal in part, total or to reject it is at URSC discretion. 

2.3.1.3. Vendor needs to carry out  

2.3.1.3.1. Schematic design 

2.3.1.3.2. PCB design (electronics and mechanical) assessment 

2.3.1.3.3. Assessment of expected PCB dimensions, choice of material for PCB, 

choice of material for mechanical housing 

2.3.1.3.4. Mechanical design (both PCB level & package level) 

2.3.1.3.5. Assessment and implementation of power and thermal management 

scheme  

2.3.1.4. After design finalization by the vendor, a joint Preliminary Design Review (PDR) 

will be held by vendor to obtain clearance from URSC for continuing to next 

phases. 

2.3.1.5. Following aspects shall be discussed at the PDR stage: 

2.3.1.5.1. Schematic design review for hardware (reason and rationale) 

2.3.1.5.2. Proposed BoM for both EM & QM 

2.3.1.5.3. Rationale for arriving at a particular design mechanism / plan 

2.3.1.5.4. Adherence to PCB Design rules / guidelines  

2.3.1.5.5. Compliance to requirements specified in sections 3.3 & 4.3 

2.3.1.5.6. Mechanical packaging and structural dynamics 

2.3.1.5.7. Thermal management plan 

2.3.1.5.8. EMI-EMC plan 

2.3.1.5.9. Test system (Automated Test Equipment) realisation plan 

2.3.1.5.10. Test philosophy including qualification plan 

2.3.1.5.11. Project execution plan and schedule 
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2.3.1.5.12. PID 

2.3.1.6. Depending on the lead-time criticality, vendor shall initiate the procurement of all 

the components / material required adhering to quality standards mentioned in 

section 2.2.3 for the realization of EMs & QM.  

2.3.1.7. They shall also initiate test jig / equipment fabrication which will be used for initial 

validation of EM & QM. 

2.3.2 DESIGN PHASE 

2.3.2.1. After initial phase clearance from URSC, the vendor shall initiate PCB layout with 

strict adherence to ISRO-PAX-301 and followed by below mentioned analysis for 

electronics design. 

2.3.2.1.1. Signal integrity analysis 

2.3.2.1.2. Power integrity analysis 

2.3.2.1.3. PCB and module thermal analysis 

2.3.2.1.4. PCB and module structural analysis 

2.3.2.2. Vendor shall initiate mechanical design and carry out package level structural & 

thermal analysis ensuring that they meet the required specifications. 

2.3.2.3. After all the design objectives are met, vendor shall hold a joint Detailed Design 

Review (DDR) with URSC to obtain the clearance to proceed further. 

2.3.2.4. DDR shall include review of the following activities 

2.3.2.4.1. PCB design review 

2.3.2.4.2. Final BoM 

2.3.2.4.3. SI analysis report 

2.3.2.4.4. PI analysis report 

2.3.2.4.5. Thermal analysis report 

2.3.2.4.6. Structural analysis report 

2.3.2.4.7. Software requirements 

2.3.2.4.8. Component procurement process 

2.3.2.4.9. Fabrication process 

2.3.2.4.10. Project plan and schedule 

2.3.2.4.11. Test system adequacy 

2.3.2.4.12. Test case coverage 

2.3.2.4.13. PID 
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2.3.2.5. DDR clearance is a mandatory requirement to continue further phases 

2.3.3 EM REALIZATION PHASE 

2.3.3.1. Vendor shall carry out component procurement, PCB fabrication, mechanical 

housing fabrication, wiring of the cards, card level and package level testing at 

vendor’s premises for initial clearance using vendor’s testing equipment.  

2.3.3.2. Vendor shall hold a joint EM test results review with URSC and obtain the 

clearance to proceed further. 

2.3.3.3. Post adequate test clearance at vendor facility, the first realised EM along with test-

jig shall be delivered to URSC for functional validation and additional testing. 

URSC will ensure all the design specifications are met and shall bring out any 

design flaws, issues and minor changes or improvements to be done for the 

subsequent EM. 

2.3.3.4. Any issues observed during the first EM testing need to be reviewed, addressed 

and resolved before proceeding to fabrication of second EM and QM. 

2.3.3.5. Delivery of second EM and QM with necessary corrective implementation as 

observed during first EM. 

2.3.3.6. Test results review shall include a review of the following activities 

2.3.3.6.1. Fabrication reports review 

2.3.3.6.2. Process review 

2.3.3.6.3. Vendor side test results review 

2.3.3.6.4. PID 

2.3.3.7. The component selection criteria shall be as follows 

2.3.3.7.1. For EM: COTS or industrial parts which are functional equivalent and 

with same PCB footprint to the parts selected for QM 

2.3.3.7.2. For QM (URSC shall suggest the major parts to be used) 

 Digital, analog and power parts shall have the following radiation 

performance  

 Single-Event Latch-up (SEL) immunity to LET > 80 

MeV.cm2 / mg 

 Single Event Upset (SEU) to LET > 30 MeV. cm2/ mg 

 RHA up to TID => 30 krad (Si) 
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 Passives (resistors, capacitors, fuses, diodes, inductors, connectors 

etc.,) shall be qualified either for MIL-PRF-55342, MIL-PRF-

55182, MIL-PRF-55681, MIL-PRF-55365, MIL-PRF-39010, MIL-

PRF-38534, MIL-DTL-24308 & MIL-PRF-19500 depending on 

availability. The failure rate option shall be selected as “space-

level” and non-availability of the same shall be communicated with 

URSC for selection of appropriate alternate option 

 The DCDC proposed shall adhere to MIL-STD-461 G for EMI / 

EMC compliance 

 All components shall exceed the NASA driven outgassing 

requirements in ASTM E-495 of Total Mass Loss (TML) of less 

than 1.0% and a Collected Volatile Condensable Material (CVCM) 

of less than 0.1% where ever applicable 

2.3.3.8. Failure of components during any phase of the project shall be reported to URSC 

for analysis.  

 

 

 

  



EOI for design of Embedded Data Processing Module (EDPM) for onboard & 
ground station applications 

UR RAO SATELLITE CENTRE 14|P A G E  

 

2.4 Responsibility matrix for Part-A 

Phase 
S. 
No 

Activity 
ISRO 

responsibility 
Vendor 

responsibility 

In
it

ia
l p

ha
se

 

1 Electrical Interface Data Y 
 

2 Mechanical envelope requirements Y 
 

3 Thermal specification at package interface Y  

4 ESD specification Y  

5 Grounding scheme post PO release Y   

6 ICD for non-standard interface & updated EID post PO release Y   

7 
Schematic (includes netlist, max frequency of operation, 
expected voltage and current per net, differential pairs) in 
Cadence ORCAD compatible .dsn file format.  

 Y 

8 Schematic review and acceptance  Y 

9 Gate review at vendor level and ISRO level Y Y 

D
es

ig
n 

ph
as

e 10 PCB layout design    Y 

11 Mechanical design, connector selection & mechanical drawing    Y 

12 All Analysis listed in design phase    Y 

13 Gate review at vendor level and ISRO level Y   Y 

E
ng

in
ee

ri
ng

 m
od

el
 r

ea
lis

at
io

n 
Ph

as
e 

14 Component procurement for EMs   Y 

15 Package fabrication (engineering model)   Y 

16 
Board power-up, verification and validation all interfaces at 
maximum capacity. All internal nets have to be energised 
during testing. 

  Y 

17 
Individual cards testing and clearance for package assembly at 
vendor premises 

Y   Y 

18 
Tested cards assembling as package, tested after assembly and 
delivery to ISRO along with one test-jig 

 Y 

19 Package level review for clearance of first EM Y Y 

20 
Based on review findings, required design corrections 
implementation 

 Y 

21 Delta review for the implemented changes  Y Y 

 
22 

Delivery to ISRO of the tested and verified second EM and QM 
subsequent to implementing changes suggested from delta 
review (Testing and verification shall be at vendor premises). 
Test-jig updates (if any) shall be carried out at ISRO premises 
by vendor.  

 Y 

23 Package level review to clear for Part-A closure Y Y 
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2.5 Responsibility matrix for Part-B 

Phase 
S. 
No 

Activity 
ISRO 

responsibility 
Vendor 

responsibility 

In
it

ia
l p

ha
se

 

1 Electrical Interface Data Y 
 

2 
Suggested BoM (includes part number, quality of component, 
expected thermal dissipation for high dissipating components) 

Y 
 

3 Mechanical envelope requirement Y 
 

4 Stiffness, Quasi Static Load, Shock Level Y   

5 Vibration (Sine & Random) specification for the package Y  
6 Thermal specification at package interface Y  

7 Vacuum specification  Y   

8 Outgassing (RML & CVCM) requirement Y   

9 ESD specification Y  

10 EMI EMC specification Y  

11 Grounding scheme post PO release Y   

12 ICD for non-standard interface & updated EID post PO release Y   

13 

Schematic (includes component finalisation, netlist, max 
frequency of operation, expected voltage and current per net, 
differential pairs) in Cadence ORCAD compatible .dsn file 
format. 

 Y 

14 Schematic review and vendor acceptance  Y 

15 Gate review at vendor level and ISRO level Y Y 

D
es

ig
n 

ph
as

e 16 PCB layout design    Y 

17 Mechanical design, connector selection & mechanical drawing    Y 

18 All Analysis listed in design phase    Y 

19 Gate review at vendor level and ISRO level Y   Y 

E
ng

in
ee

ri
ng

 m
od

el
 r

ea
lis

at
io

n 
Ph

as
e 

20 Component procurement for EMs   Y 

21 Package fabrication (engineering model)   Y 

22 
Board power-up, verification and validation all interfaces at 
maximum capacity. All internal nets have to be energised 
during testing. 

  Y 

23 
Individual cards testing and clearance for package assembly at 
vendor premises 

Y  Y 

24 
Tested cards assembling as package, tested after assembly and 
delivery to ISRO along with one test-jig 

 Y 

25 Package level review for clearance of first EM Y Y 
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Phase 
S. 
No 

Activity 
ISRO 

responsibility 
Vendor 

responsibility 

26 
Based on review findings, required design corrections 
implementation 

 Y 

 

27 Delta review for the implemented changes  Y Y 

28 
Realisation of second EM and QM subsequent to changes along 
with delivery of second EM 

 Y 

29 Flight qualification campaign tests and validation using QM   Y 

30 
Validation of test results and subsequent delivery of QM to 
URSC 

Y Y 

31 Package level review to clear for project closure Y Y 
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3. Function specification and requirements of EDPM for PART-A 

3.1 Introduction 

The Embedded Data Processing Module (EDPM) for Part-A is a dedicated hardware platform 

realized in an intrusion resistant and tamper evident enclosure, to implement data processing 

algorithms for protecting the satellite telecommand, telemetry and payload communication 

chains in real-time.  

It provides a peer to peer (p2p) bi-directional communication channel with the satellite 

ground station computers via ethernet at data rates of 1Gbps & 10 Gbps and a management 

port for authorized users to update the internal configuration of EDPM.  The functional block 

diagram of the implementation is shown in Figure 2. 

  

 

Figure 2 Functional block diagram of EDPM 
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3.2 Specifications 

3.2.1 FUNCTIONAL SPECIFICATION OF DATA PROCESSING MODULE 

The Data processing module shall be a hardware which provides the ability to implement data 
processing algorithms and peripheral interface logics on a FPGA connected to  

3.2.1.1. Memory device(s) and positioning module: Used to store and access Design 

Programmable Parameters (DPPs) to aide data processing algorithms both onboard 

and ground along with keeping track of the deployed location. 

3.2.1.2. Ethernet Interface peripheral 1: Provides access to receive DP data from the p2p 

connected ground station computer 

3.2.1.3. Ethernet Interface peripheral 2: Provides access to transmit plain data from the p2p 

connected ground station computer 

3.2.1.4. Management port peripheral: Provides access to reconfigure the DPPs and FPGA 

configuration 

3.2.1.5. Zeroization circuit: Used for clearing the DPPs stored in memory devices when an 

intrusion is detected or when the energy storage element reaches a critical low 

energy state. This logic exists only for ground EDPM. 

The components of Data processing module must derive its power from using an Electronics 
Power Conditioning (EPC) hardware housed inside the same enclosure. 

3.2.2 FUNCTIONAL SPECIFICATION OF EPC 

The EPC module shall be a hardware which realizes the required powering circuitry 
including voltage regulation and noise filtering along with implementing protection features 
like over-voltage protection, over-temperature protection and short circuit protection.  

For the ground EDPM, the EPC shall also implement the safe charging and discharging 
circuitry needed for the energy storage element (battery, super capacitor etc.) which powers 
the intrusion detection mechanism and zeroization circuit for resetting / clearing the memory 
elements. 

3.3 Requirements 

3.3.1 TECHNICAL REQUIREMENTS 

The following technical requirements shall apply to all hardware, software and firmware 
contained within the EDPM. 

3.3.1.1. The ground EDPM shall be designed using components adhering to qualification 

mentioned in 2.2.3.89 with the following minimum specifications 
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3.3.1.1.1. FPGA: Shall be capable of supporting TCP / UDP / SNMP protocols 

and handling 1.0 / 10 G ethernet MAC signal rates with TSN protocols 

implemented in MAC. Logic elements: min. 140K LUTs and min. 

120k DFF, Memory: min. 60 KB with EDAC and single bit error 

correction, min. operating frequency: 100 MHz, User IOs: min 250. 

3.3.1.1.2. Memory & positioning module: Usable storage size after EDAC: 40 

Mbit and a single supply dual band GNSS positioning module with 

integrated LNA. 

3.3.1.1.3. Ethernet interface peripherals: Shall be capable of handling 1.0 / 10 G 

ethernet data rates with support for Time Sensitive Networking 

protocols (TSN). 

3.3.1.1.4. Management port interface peripheral: Shall provide interface to access 

the FPGA and memory device for re-configuration.  

3.3.1.1.5. Passives (resistor, capacitor, inductors, transformers, connectors etc.): 

Shall conform to standards mentioned in 2.2.3.89. 

3.3.1.1.6. Energy storage element and circuitry: Design shall handle at-least 10 

years of maintenance free lifecycle with provision to replace the energy 

storage element by authorised personnel 

3.3.1.1.7. AC to DC power module: Shall conform to standards mentioned in 

2.2.3.89 and support  

 Input voltage support: 85 – 264 VAC, Single phase, 50 - 60 Hz 

 Efficiency: 80% (min.) 

 Load regulation of < 1%, isolation (input to output, input to case 

and output to case) 

 Shall have auto recovery feature with short circuit protection, over-

voltage protection and over-temperature shutdown  

3.3.1.2. The EDPM shall have the following four logical interfaces ("input" and "output" 

are indicated from the perspective of the module) 

3.3.1.2.1. DP port interface: All DP data that is to be processed by Data 

processing module i.e., processed telecommand, telemetry or payload 

data shall enter / exit via the "DP port" interface. This port shall be 

isolated in-case of triggering of tamper response circuit. 
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3.3.1.2.2. Plain port interface: All plain data that are counter-part to the DP data 

shall enter / exit via the "Plain port" interface. 

3.3.1.2.3. Management port interface: All input commands, signals and control 

data used to control the operation of a Data processing module shall 

enter / exit via the "management port" interface. 

3.3.1.2.4. Status output interface: All indicators, and status data such as physical 

indicators like buzzers, LEDs and displays used to indicate the status of 

EDPM shall exit via the "status output" interface. This interface is 

optional. 

3.3.1.3. All external electrical power that is input to a data processing module (including 

power from an external power source or batteries) shall enter via a power port. The 

ground EDPM’s power port must accept two power inputs (preferably IEC C16 

port with latch) wherein the second will be connected during the scheduled 

maintenance of the regular line 

3.3.1.4. The ground EDPM’s enclosure shall be made intrusion resistant and tamper 

evident. It shall also implement tamper response mechanism like zeroization 

circuitry which would independently (without FPGA intervention) clear / reset the 

memory device content in the Data processing module to a known value. 

3.3.1.5. The EDPM’s EPC shall have an energy storage element and its associated 

recharging / discharging circuitry which works along with the zeroization circuit. 

This design shall perform the following function 

3.3.1.5.1. Independently power the tamper response mechanism, zeroization 

circuit (and memory devices, in case of non-availability of AC power 

at power port). The minimum duration of supporting these logics must 

be twice the time taken for clearing / resetting the contents of the 

memory devices 

3.3.1.5.2. Handle, isolate and report all failure conditions arising due to the 

energy storage element. Any failure must not affect the nominal 

functions of the Data processing module.  

3.3.1.5.3. Initiate zeroization of memory device(s) in the following cases 

 Nominal power through the power port is hindered 

 Intrusion / tamper detection circuit is triggered 

 FPGA request through management port 
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3.3.2 DOCUMENTATION REQUIREMENTS 

The following documentation requirements shall apply to all hardware, software, and 
firmware contained within the EDPM. 

3.3.2.1. Specify the hardware, software, and firmware components of EDPM, specify the 

data processing boundary surrounding these components, and describe the physical 

configuration of the module. 

3.3.2.2. Specify the physical ports and logical interfaces and all defined input and output 

data paths of a data processing module. 

3.3.2.3. Specify the manual (if any) or logical controls of EDPM, physical or logical status 

indicators, and applicable physical, logical, and electrical characteristics. 

3.3.2.4. Contain a block diagram depicting all of the hardware components of Data 

processing module and component interconnections, including any input/output 

buffers, plain-text/DP-text buffers, control buffers, key storage, working memory, 

and program memory 

3.3.2.5. Contain the design implementation pertaining to Built-in-self-test (BIST), Ethernet 

MAC, soft or hard macro-IP core (if any) and the bare-metal software code used (if 

any) 

3.3.2.6. Contain the test-jig configuration, test vectors and the corresponding results for 

validation 

 

3.3.3 VALIDATION REQUIREMENTS 

The following design validation requirements shall apply to all hardware, software and 
firmware contained within the EDPM. 

3.3.3.1. The Data processing module of both EDPM design shall be demonstrated by 

implementing multiple instances of open-source algorithms as suggested by ISRO 

in VHDL with the associated DPPs stored in memory device(s) 

3.3.3.1.1. The first instance of algorithm processes data entering through plain 

port and this output processed data is asynchronously transmitted 

through DP port 

3.3.3.1.2. The second instance of algorithm shall process and transmit (via plain 

port) sets of 256-byte demarcated data received every 0.512ms through 

DP port 
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3.3.3.2. The intrusion detection features incorporating requirements mentioned in section 

3.3.1 shall be demonstrated 

3.3.3.3. The EDPM must undergo a full-load burn-in test of 96 hours at room temperature   

3.3.3.4. The effectiveness and proof of tamper evidence must be demonstrated 
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4. Function specification and requirements of EDPM for PART-B 

4.1 Introduction 

The Embedded Data Processing Module (EDPM) is a dedicated hardware platform realized 

in an intrusion resistant and tamper evident enclosure, to implement data processing 

algorithms for protecting the satellite telecommand, telemetry and payload communication 

chains in real-time.  

It provides a peer to peer (p2p) bi-directional communication channel with the satellite  

 On-Board Computer (OBC) via differential interface at data rates <256kbps 

 Baseband Data Handling (BDH) system via SerDes interface at maximum supported 
line rate 

and a management port for authorized users to update the internal configuration of EDPM. 

The functional block diagram of the implementation is shown in Figure 3 

Figure 3. Functional block diagram of onboard EDPM 
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4.2 Specifications 

4.2.1 FUNCTIONAL SPECIFICATION OF DATA PROCESSING MODULE 

The Data processing module shall be a hardware which provides the ability to implement data 
processing algorithms and peripheral interface logics on a FPGA connected to  

4.2.1.1. Memory device(s): Used to store and access Design Programmable Parameters 

(DPPs) to aide data processing algorithms both onboard and ground 

4.2.1.2. Differential line drivers: Provides access to TMTC DP and plain text from OBC 

4.2.1.3. TLK SerDes devices: Provides access to processed payload data from onboard 

BDH 

4.2.1.4. Management port peripheral: Provides access to reconfigure the DPPs and FPGA 

configuration 

The components of Data processing module must derive its power from using an Electronics 
Power Conditioning (EPC) hardware housed inside the same enclosure. 

4.2.2 FUNCTIONAL SPECIFICATION OF EPC 

The EPC module shall be a hardware which realizes the required powering circuitry 
including voltage regulation and noise filtering along with implementing protection features 
like over-voltage protection, over-temperature protection and short circuit protection. 

4.3 Requirements 

4.3.1 TECHNICAL REQUIREMENTS 

The following technical requirements shall apply to all hardware, software and firmware 
contained within the EDPM. 

4.3.1.1. The onboard EDPM shall be designed with the following mentioned components 

or components matching these minimum specifications 

4.3.1.1.1. FPGA: RT4G150LCG1657V or equivalent 

4.3.1.1.2. Memory: MYXREDPMS01GP32CL2-45/V-LGA142 or 

AS304GB32045nX0MBEY or equivalent 

4.3.1.1.3. Differential line drivers: Radiation hard (refer 2.3.3.7) 26LVC31& 

26LVC32 or equivalent 

4.3.1.1.4. SerDes trans-receivers: TLK2711-SP or equivalent 

4.3.1.1.5. EMI Filter & DCDC: Radiation hard (refer 2.3.3.77) with  

 Operating input voltage between 26V and 48V 

 Line regulation < 2% and load regulation < 10% 

 Output ripple < 10% and Efficiency> 75% at half load 
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 Operating temperature range of -55oC to +85oC) 

 Under-Voltage Lockout, Short Circuit, Output Over Voltage 

Limiter, Output Current Limiter and Overload Protection 

4.3.1.1.6. LDO / PoL voltage regulators: Radiation hard (refer 2.3.3.77) and shall 

have soft-start, overcurrent protection, thermal shutdown and pre-bias 

startup (where applicable) 

4.3.1.1.7. Passives (resistor, capacitor, inductors, transformers, connectors etc.): 

Shall conform to standards mentioned in 2.3.3.77. 

4.3.1.2. The EDPM shall have the following logical interfaces ("input" and "output" are 

indicated from the perspective of the module) 

4.3.1.2.1. DP port interface: All DP data that is to be processed by Data 

processing module i.e., processed telecommand, telemetry or payload 

data shall enter / exit via the "DP port" interface. This port shall be 

isolated in-case of triggering of tamper response circuit. 

4.3.1.2.2. Plain port interface: All plain data that are counter-part to the DP data 

shall enter / exit via the "Plain port" interface. 

4.3.1.3. All external electrical power that is input to a data processing module (including 

power from an external power source or batteries) shall enter via a power port. 

4.3.1.4. The onboard EDPM’s enclosure shall be “mechanically qualified” wherein its 

functional performance is assured during and after subjected to specified 

environmental level tests (dynamic and thermal excursions). Structural and 

Thermal environmental specifications for various tests will be shared post EoI and 

flight packages have to be qualified for these levels, and design compatibility of 

the developed engineering models with flight shall be demonstrated by analyses. 

The following sections expand upon the structural environmental test’s 

requirement.   

4.3.1.4.1. Dynamic test requirement 

 Quasi Static Load: 30g (both in-plane & out of plane) 

 Stiffness: >200 Hz first resonant frequency 
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4.3.1.4.2. Sine Vibration 

Table 4.3.1.4.1: Sine Vibration Levels: Normal to Mounting Plane 

Frequency (Hz) 
 

Amplitude 
Qualification level 

5 – 20  15.5 mm (0-p)  
20 – 100  25 g  
Sweep rate  2 oct. / min 

 
Table 4.3.1.4.2: Sine Vibration Levels: Parallel to Mounting Plane 

Frequency (Hz) 
 

Amplitude 
Qualification level 

5 – 20  15.5 mm (0-p)  
20 – 100  25 g  
Sweep rate  2 oct. / min 

 
4.3.1.4.3. Random Vibration 

Table 4.3.1.4.3: Normal/Parallel to Mounting Plane: Maximum Normal gRMS 
case 

Frequency (Hz) PSD (g2 / Hz) 
Qualification level 

20 – 100  + 3 dB / oct 
100 – 200  1.0 
200 – 700  0.3 
700 – 2000  - 6 dB / oct. 
Overall gRMS 18.4 g 
Duration (Minutes)  2 

 
4.3.1.4.4. Shock 

Table 4.3.1.4.4: SRS Levels 

Frequency (Hz) SRS 
100 – 1000  12 dB / oct. 
1000 – 10000  2100 g 

*Levels are for all 3 axes & Q=10 

4.3.1.5. The mechanical volume of the design shall be contained in 150 cm x 150cm x 

40cm with a weight less than 3Kg. 
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4.3.2 DOCUMENTATION REQUIREMENTS 

The following documentation requirements shall apply to all hardware, software, and 
firmware contained within the EDPM. 

4.3.2.1. Specify the hardware, software, and firmware components of EDPM, specify the 

data processing boundary surrounding these components, and describe the physical 

configuration of the module. 

4.3.2.2. Specify the physical ports and logical interfaces and all defined input and output 

data paths of a data processing module. 

4.3.2.3. Specify the manual (if any) or logical controls of EDPM, physical or logical status 

indicators, and applicable physical, logical, and electrical characteristics. 

4.3.2.4. Contain a block diagram depicting all of the hardware components of Data 

processing module and component interconnections, including any input/output 

buffers, plain-text/DP-text buffers, control buffers, key storage, working memory, 

and program memory 

4.3.2.5. Contain the design implementation pertaining to Built-in-self-test (BIST), Ethernet 

MAC, soft or hard macro-IP core (if any) and the bare-metal software code used (if 

any) 

4.3.2.6. Contain the test-jig configuration, test vectors and the corresponding results for 

validation 

 

4.3.3 VALIDATION REQUIREMENTS 

The following design validation requirements shall apply to all hardware, software and 
firmware contained within the EDPM. 

4.3.1.6. The Data processing module of both EDPM design shall be demonstrated by 

implementing multiple instances of open-source algorithms as suggested by ISRO 

in VHDL with the associated DPPs stored in memory device(s) 

4.3.3.1.1. The first instance of algorithm processes data entering through plain 

port and this output processed data is asynchronously transmitted 

through DP port 

4.3.3.1.2. The second instance of algorithm shall process and transmit (via plain 

port) sets of 256-byte demarcated data received every 0.512ms through 

DP port  
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5. Vendor selection 
 

The vendor selection is a process to ensure that only organizations with the capability to 

carryout high-speed digital and mechanical designs to be part of the further process. 

A detailed list of the vendor qualification criterion is provided in the Table 5.1 which needs 

to be provided by all the interested organizations. These responses will be evaluated by a 

committee in URSC and only those vendors who are able to provide all the data and proofs of 

meeting all the criterion only will be selected for further process. 

 
Table 5.1: Vendor qualification criterion 

 
Sl 
No 

Criterion Proof Remarks 

1 
Experience in RTG4 or equivalent 
FPGA based board designs and board 
bring up.  

Can provide a proof of 
similar FPGA experience 
from other manufacturers 
like Xilinx, Altera etc, but 
should be able to handle 
data rates from up to 12.5 
Gbps.  

Vendor shall demonstrate 
the product based on 
URSC request 

2 
Experience in working with 1G / 10G 
ethernet MAC with TSN and 
associated soft IP cores 

--do-- --do-- 

3 
Must have a static IP address for data 
sharing 

Proof of IP allocation by 
registered ISP 

- 

4 

Experience in design, development 
and maintaining an Automated test 
equipment for digital designs having 
interfaces with oscilloscopes, signal 
generators and network analysers. 

Proof of designing the same 
for another client 

OR 
Any of the above 
requirement can be met by 
another entity with a letter 
of willingness to 
collaborate/support with the 
vendor. 

Vendor shall demonstrate 
the product based on 
URSC request 
 
In-case of collaborating 
with another entity to meet 
this criterion, the vendor 
shall produce the 
partnering entity’s proof of 
capability in form of a 
successfully completed PO 
of accomplishing the same 

5 
Experience in mechanical Package 
design qualified for aerospace 
standards. 

Proof of previous purchase 
order 

OR 
Any of the above 
requirement can be met by 
another entity with a letter 
of willingness to collaborate 
/ support with the vendor. 

In-case of collaborating 
with another entity to meet 
this criterion, the vendor 
shall produce the 
partnering entity’s proof of 
capability in form of a 
successfully completed PO 
of accomplishing the same 
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Sl 
No 

Criterion Proof Remarks 

6 

Experience in PCB design with 
thermal handing capability > 10W 
over 2000 sq mm with continuous 
dissipation and implementing 
conduction cooled or conduction + 
radiation cooled environment. 

Purchase order with a 
certification for successful 
completion  

OR 
Vendor should have a 
product present in the 
company catalogue /website 
meeting the requirement. 

OR 
Shall provide information 
on a product under 
development which can be 
demonstrated on demand 

Vendor shall demonstrate 
the product based on 
URSC request 

7 

Experience in PCB fabrication and 
assembly with high pin count CCGA 
packages, Gigabit ethernet interfaces 
and high speed SERDES interface 

Purchase order with a 
certification for successful 
completion  

OR 
Vendor should have a 
product present in the 
company catalogue /website 
meeting the requirement. 

OR 
Any of the above 
requirements can be met by 
another entity with a letter 
of willingness to 
collaborate/support with the 
vendor. 

Vendor shall demonstrate 
the product based on 
URSC request 
 
In-case of collaborating 
with another entity to meet 
the criteria, the vendor 
shall produce requisite 
proof 

8 
Experience in package level testing of 
digital systems in a single package / 
card 

--do-- --do-- 

9 

Vendor should have an ESD safe 
laboratory (2KV rated) and of 
minimum space > 100 sq.m, which 
can be inspected.  
The said lab should have 24hrs CCTV 
surveillance with capability to record 
and store data continuously for 
minimum of 1 month. Surveillance 
data shall be made available to URSC 
as and when requested. 

Compliance required.  

10 
Experience in sourcing mechanical 
hardware / housing for electronic 
packages 

Provide POs placed by the 
vendor on fabricators for 
material procurement, 
milling, anodising etc.  

OR 

In-case of collaborating 
with another entity to meet 
this criterion, the vendor 
shall produce the 
partnering entity’s proof of 
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Sl 
No 

Criterion Proof Remarks 

Above requirement can be 
met by another entity with a 
letter of willingness to 
collaborate/support with the 
vendor. 

capability in form of a 
successfully completed PO 
of accomplishing the same 

11 

Experience in performing the 
following analysis 

 Signal integrity (SI) analysis 
 Power integrity (PI) analysis 

PCB and package level thermal 
analysis conduction, conduction + 
radiation modes 

Analysis reports carried out 
by the organisation 
internally on any package 
on card having frequencies 
greater than 10GHz (for SI, 
PI analysis), power 
dissipation greater than 
15W in one PCB for 
thermal analysis with only 
conduction and radiative 
cooling. 

OR 
Any of the above 
requirement can be met by 
another entity with a letter 
of willingness to 
collaborate/support with the 
vendor. 

Reports shall be attached 
along with the proposal 
 
In-case of collaborating 
with another entity to meet 
this criterion, the vendor 
shall produce the 
partnering entity’s proof of 
capability in form of a 
successfully completed PO 
of accomplishing the same 

12 

Experience in sourcing EEE parts 
from OEM / authorised distributors 
with mandatory Certificate of 
Conformity (CoC) for every part used 
in the design 

Provide POs placed by the 
vendor on OEM/distributor 
for components like FPGA, 
32-bit microcontroller, 
memories etc 

OR 
Any of the above 
requirement can be met by 
another entity with a letter 
of willingness to collaborate 
/ support with the vendor. 

In-case of collaborating 
with another entity to meet 
the criteria, the vendor 
shall produce requisite 
proof 

13 
Organisation should have experience 
in designing electronics designs for a 
given thermal specification. 

Purchase order with a 
certification for successful 
completion  

OR 
Vendor should have a 
product present in the 
company catalogue /website 
meeting the requirement.  

OR 
Any of the above 
requirement can be met by 
another entity with a letter 

Reports shall be attached 
along with the proposal 
 
In-case of collaborating 
with another entity to meet 
this criterion, the vendor 
shall produce the 
partnering entity’s proof of 
capability in form of a 
successfully completed PO 
of accomplishing the same 
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Sl 
No 

Criterion Proof Remarks 

of willingness to 
collaborate/support with the 
vendor. 

14 

Vendor shall have their own 
environment test facility or have 
access to a leasable recognised facility 
for performing thermovac, vibration / 
shock and EMI/EMC tests 

Compliance required. 

In-case of collaborating 
with another entity to meet 
the criteria, the vendor 
shall produce requisite 
proof 

15 

Vendor shall use a URSC or SAC 
qualified PCB fabrication line and 
PCB assembly (SMT) for the 
hardware realisation of PART-B’s 
designs  

Compliance required. 

In-case of collaborating 
with another entity to meet 
this criterion, the vendor 
shall produce the 
partnering entity’s proof of 
capability in form of a 
successfully completed PO 
of accomplishing the same 

16 

Vendor facility must be certified to 
ISO9001 series or AS9100 series or 
equivalent quality management & 
quality assurance standards 

Compliance required.  

17 

URSC requires all technical data to be 
shared by vendor for review and 
documentation. 
 
Work pertaining to schematic design, 
layout and PCB design has to be 
submitted to URSC in ORCADTM 
compatible design files 

Compliance required.  

18 
Vendor shall sign a non-disclosure 
agreement with URSC after PO 
release. 

Compliance required.  
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6. EOI proposal 
Vendor shall submit a brief EOI proposal including points listed in the table 6.1  

Table 6.1 EOI proposal 
Sl 

No. 
Document name Remarks 

1 Organisation structure  
2 Project structure This shall include roles and responsibilities. 
3 Vendor Compliance Compliance for vendor selection criterion and statement of work 

4 Project plan  

Shall contain the following 
• Work break-down structure  
• schedule for proto model 
• Gantt chart & critical path  
• suggestions to reduce the critical path 

5 List of organisations  
Details of organisations/companies who will be collaborating or 
vendor will be sub-contracting to, for various activities. 
Vendor should be responsible for final project and product outcome. 

6 Detailed list of analysis  

Following questions need to be addressed for each analysis 
• At what stage analysis will be done? 
• What is the success criterion? 
• Which software will be used?  
• Who will do? 

7 PCB design (preliminary) 
• Which standard will be used or what will be design rules? 
• Thermal extraction plan  

8 PCB assembly plan 
The document shall contain all details & process from PCB 
fabrication to conformal coating and potting.  

9 Package concept drawing  
10 Thermal management plan Preliminary analysis 

11 
Mechanical hardware 
fabrication plan 

The document shall contain all the activities & process from 
material procurement to assembly with PCB. 

12 
Procurement plan for EEE 
parts  

This document shall include for prototype  
• Supplier list 
• MOQ requirements 
• Lead times 
• Suggestion to handle lead times for prototype 

13 List of software required 
This document shall provide all the software required to carry out 
this activity. Software availability with organisation or procurement 
plan. In case of new software, training plan. 

14 
Risk analysis and mitigation 
plan 

Clearly list out anticipated risks for each activity or design which 
can lead to delays and potential project slippages.  

15 
List of documents that will 
be shared with URSC at the 
end of Prototype 

Clearly mention what each document will contain 
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7. Annexure 1: Abbreviations 
 
ATE   Automated Test Equipment 
BOM  Bill of Material 
CVCM  Collected Volatile Condensable Materials 
DPP  Design Programmable Parameter 
DDR   Detailed Design Review 
EDPM  Embedded Data Processing Module 
EM  Engineering Model 
EOI   Expression of Interest 
EPC  Electronics Power Conditioning 
FPGA  Field Programmable Gate Array 
LED  Light Emitting Diode 
MOQ   Minimum Order Quantity 
PCB  Printed Circuit Board 
PDR  Preliminary Design Review 
PID   Process Identification Document 
PI  Power Integrity 
PO  Public Order 
PoL  Point of Load power supplies 
QM  Qualification Model 
RML  Recovered Mass Loss 
SI  Signal Integrity 
TML  Total Mass Loss 
URSC   UR Rao Satellite Centre  


